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1. Heap u 3aaa4 JUCHUILIHHBI
Heanr AucUNIMHBI
HenssMu ocBoeHust AUCHUIUIMHBI KOMIBIOTEpHBIE CETH U TEJIEKOMMYHHUKAIIUU SIBISICTCS
00y4eHHE TEOPETHUYECKMM W TMPAKTHYECKUM OCHOBAaM B OpraHu3alud U (PYHKIIMOHHUPOBAHUH
KOMITBIOTEPHBIX CETeM W  TEJIIEKOMMYHUKAIUMW; oOecrieueHue YMEHHsS TPUMEHSTh B
po)eCCHOHAIBHON JIeATEILHOCTH pacipeiesIieHHbIE JaHHbIC, IPUKJIaHBIC POTPAMMBI U PECYPChI
ceteil; (QopmmpoBaHME Yy CTYIEHTOB MOHUMAaHHS BaXXHOCTH TPUMEHEHUS W Pa3BUTHUSA
BBIYHMCIIUTEIILHBIX CHUCTEM, CETEH M TEICKOMMYHHUKAIIMH B COBPEMEHHBIX TEXHOJIOTHSX, a TaKKe
0o0y4yeHue CTYACHTOB OOIIMM NPHUHIMIAM TOCTPOCHHS] BBIYMCIMTENIBHBIX CHUCTEM Ppa3IMYHBIX
APXHUTEKTYp, IPUHIIUIIAM OPTraHU3aIuU U XapaKTEPUCTHKAM COCTABHBIX 3JIEMEHTOB KOMITBIOTEPHBIX
ceTel, MPUHIIMIAM U TEXHOJIOTUSM OpraHU3alliu CUCTEM Mepelauu JaHHBIX.
3agauu JUCHMILINHDBI
OCHOBHBIMU 33/1a4aMU U3YYCHUS AUCIUIUIMHBI SBIISIOTCS:
e U3YYCHHE OCHOBHBIX MPUHIMIIOB (PYHKITMOHUPOBAHMS KOMIIBIOTEPHOM CETH;,
e O3HAKOMJICHHWE C TEXHUYECKUMH, AITOPUTMHUYECKUMHU, MPOTPAMMHBIMU M TE€XHOJIOTHYECKUMU
pEIIeHUsIMHU, UCTIOIb3YEMbIMH B IaHHOM 00J1acTH;
e BBIPa0OTKA MPAKTUUYECKUX HABBIKOB AHATHUTHYECKOTO M IKCIEPUMEHTAIHLHOTO HCCIICIOBAHUS
OCHOBHBIX METOJIOB M CPEJACTB, HCIOJIb3YEMbIX B OOJACTH, M3y4aeMOW B paMKax JaHHOU
JUCIHTIIINHEL

2. MecTO TUCHUILIHHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

I[I/ICIII/IHJII/IHa «KOMHI)IOTepHI)IG CCTU MU TCICKOMMYHHKAIIUU) OTHOCHUTCA K 00s13aTENIBHOM
yactu bnoka 1 JlucuurmimHbel (MOIYNH) MOJATOTOBKM CTYAEHTOB IO HANpPABICHHUIO MOATOTOBKU
6axanaBpoB 01.03.02 «IIpuknagnas MmareMaTHKa U HHPOPMATHUKAY.

[TpepexBU3NTHl AUCHMIUIMHBI: W3y4EHUE JAHHOW IUCLUUILIMHBI OasupyeTcs Ha 3HAHUU
CIEYIOIUX AUCUUIUIMH: TeopeTnueckre oCHOBbI MH(popMaTuku, OnepalnoHHbIE CUCTEMBI.

[ToCTpEeKBU3UTHI JUCHUILIMHBL: OCHOBHBIC ITOJIOXKEHUS JAHHOW IUCHUIUIMHBI BBICTYIAIOT
omopoit g muctumnH: CereBas 0€30MaCHOCTh, TMPHU3BAHBI TOATOTOBUTH K IPOXOKICHUIO
TEXHOJIOTUYECKUX MPAKTUK, K BBITOJIHEHUIO BBITYCKHOM KBaJIM(UKAIIMOHHON pabOTHI.

3. ®opMupyeMble KOMINETEHUMHM W MHAUKATOPbI UX JOCTHKEHUS] 10
AUCIHUNIHHE

Konsi Koa 1 HaumMeHOBaHMe HHAUKATOPA
KOMIETeHIIH Conepikane kommerenumu JIOCTHKEHHSI KOMIIEeTeHIHH
OIIK-1 Cnocoben npumensTs pyngamentanpasie | OITK-1.1. O6nagaer 6a30BbIMU
3HAHWS, TIOJTyYCHHBIC B 0071aCTH 3HAHUSMHU, IOJyYEHHBIMU B 00J1aCTH
MATeMATHYECKUX U (WIH) €CTECTBCHHBIX | MaTeMaTHIECKHX M (HIIN) €CTECTBEHHBIX
HayK, ¥ HCIOIb30BATH HX B HAyK, IPOrPAMMHPOBAHNSA 1
npodeccnoHaIbHON AEATETbHOCTH HH(OPMAIHOHHBIX TEXHOTOTHii
OIIK-1.2. YMmeeT HaxXOAUTh,
(hopMynHUpoBaTh U pelIaTh CTAaHIAPTHHIE
3a/1a4d B COOCTBEHHOM HAy4YHO-
HCCIIEA0BATENIbCKOM JIeATEIbHOCTH B
MaTeMaTuKe U HHHOpPMaTHKE
OIIK-1.3. ImeeT npakTUYECKUNA OMBIT
HAY4YHO-UCCIIEN0BATEIbCKON
JeSATEIbHOCTH B MaTEMATUKE U
nHpopMaTrKe
OIIK-4 CriocobeH moHuMaTh mpuHImIsl padotsr | OIK-4.1
COBPEMEHHBIX HH(POPMAIMOHHBIX 3HaTh MPUHIMIBI PabOThl COBPEMEHHBIX
TEXHOJIOTHIi M UCIIOJIb30BATh UX JUIS UH()OPMAIIMOHHBIX TEXHOJIOTHH.




peteHus 3aga4 npodecCHOHAIBHOM OIIK -4.2

JeATeIHOCTH YMeTb  NpUMEHATh — MH(POPMAIMOHHBIC
TEXHOJIOTMM W HWCIOJB30BaThb UX JUIs
pelieHus 3a1a4 npoeccuoHaIbHOM
JeATeIILHOCTH.
OIIK-4.3
Umets HaBBIKU MPUMEHEHUS
WHPOPMALMOHHBIX TEXHOJIOTHI u
UCTIONIB30BAHMUS WX JUIA PEIIeHUS 3a1ad
po¢ecCHOHANBHON AESTENTLHOCTH.

4. CTpyKTypa M colep:KaHue JTUCHUIIMHBI (MOAYJISA)

4.1. CTpyKTypa AMCUMILIMHBI (MOLYJI51)

OO61mmast TPYA0EMKOCTh JMCIUIUIMHBI COCTABIIAET 8 3a4eTHBIX eaquHMIl (288 akaeMUUeCKHUX 4acoB).

TpynoeMKOCTb, aKaj. 4acoB

Bun paboTbt CeMecTp BCerO
5 6
OO0mas TPy10eMKOCTh 180 108 288
KonrakrHasi pabora: 78 50 128
Jlexmu (JIex) 36 14 50
JlaGopaTopHbIie pabOThI 36 30 66
KonrtaktHast paboTa B epro1 TEOPETUIECKOTO 00yIeHUS
(KoutTO) (Ilposedenue mexywux koHcyromayutl u 5 5 10
UHOUBUOYANIbHAS paboma co CmyO0eHmamu)
KonTtakTHas paboTa B epHO/I MPOMEKYTOUHOM aTTECTAIIMH
1 1 2
(KontlIIA)
dopma KOHTPOJISI SK3aMEH 35 26 61
CamocrosiTesibHas padora: 67 32 99
- camocmosimenvbHoe uzyueHue pasoenos; 7 4 11
- camono02omogKa (npopabomxa u nogmopenue
JIEKYUOHHO20 MAMEPUANA, MAMEPUANA YHEOHUKO8 U YUeOHbIX 20 6 26
nocoouii);
- N0020MOBKA K 1aD0OPpaAmMopHbIM 3AHAMUAM, 30 14 44
- N0020MOBKA K NPOMENHCYMOUHOU ammeCcmayuy u m.n.) 10 8 18

4.2. PacnipenejieHue BHI0B PadoTbl M HUX TPYI0EeMKOCTH

mo pasaejaM JUCHUIVIMHBI

(Mmopy.Jist)
Bugp! yueOHoi
paboThI (B yacax)
KOHTAKTHas! 5
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S cemecTp
KOHTPOJIbHBIE BOIIPOCHI 10
TEeMe JICKIIUH, 3aJJaHUsl K
1. Tewma 1. U3yuenue cetn 2 0 2 13 [LHH, 3371
5 1abopaTopHbIM paboTam,
JIOMAITHEEe 3aJJaHHuE, TECT
2 Tema 2. CeTeBble NPOTOKOJBI U 6 0 6 | 10 | KOHTPOJIBHBIE BOIPOCHI 110
" | KOMMYHHUKAIUHA TEeMe JICKIIUH, 3aJJaHUSI K




nabopaTopHBIM paboTam,
JIOMalllHee 3aJaHue, TECT
KOHTPOJIbHBIE BOIIPOCHI 110
3. Tewma 3. IP-agpecanms 12 12 | 10 TCME JICKILMM, 3a/IaHHA K
nabopaTopHBIM paboTam,
JIOMalllHee 3aaHue, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
4 Tema 4. OcHOBHBIC KOHIICIIITUU U 6 6 | 14 | TEME JIEKUUH, 3a1aHNs K
" | HacTpoHKa KOMMYTAaIH nabopaTopHBIM paboTam,
JIOMalllHee 3alaHue, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
5 Tema 5. Konuenmus 10 10 | 10 TEME JICKIMH, 3aJaHUs K
| MapupyTHU3aIuu 1ab0opaTopHBIM paboTam,
JIOMalllHee 3aaHue, TECT
SKSAMEH 0 o |10 Yemuwiu ax3amen no
ouremam
HUTOrO: 36 36 | 67
6 cemecTp
KOHTPOJIbHBIE BOIIPOCHI 110
1 Tema 6. Konuenuus 5 12 | § |TeMe JeKIuH, 3a/anHs K
| MmapuIpyTHU3anuu nabopaTopHBIM paboTam,
JIOMaIITHee 3a/1aHKe, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
5 Tema 7. BupryanbHbie 4 8 6 TeMe JIEKIMH, 3aJaHus K
" | noxanbHble cetu (VLAN) 1ab0opaToOpHBIM paboTam,
JIOMaIITHEee 3a/1aHKe, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
3 Tema 8. Ciucku KOHTPOJIA 4 6 6 | TEME JCKINH, 3a/IaRHs K
"~ | moctyna (ACL) 1ab0paToOpHBIM paboTam,
JIOMalIllHee 3aJaHue, TECT
KOHTPOJIbHBIE BOITPOCHI TI0
4 Tema 9. TIpeoOpa3oBanue 4 4 g | TEMe JeKInH, 3a/arHs K
" | cereBbIX aapecos [Pv4 1a00paToOpHBIM paboTam,
JIOMalIlIHee 3aJaHue, TECT
Yemuviu oxzamen no
9K3AMEH 8
ounemam
HUTOrO: 14 30 | 32
4.3. Coaep:xkaHue pa3aejioB TUCIHHIIHHBI
5 cemecTp

Tema 1. U3yuenne ceTu.

JlokanbHble W THoOanbHBIE ceTH, a Takke ceTh MuTepHer. CeThb B KadecTBe MIAT(QOPMBIL.
[TocrossHHO MeHstOIIascA ceTeBas cpena. Hactpoiika ceTeBoil onmepandMoHHOW cucTembl. JInHun
cBs3u. KoaupoBaHue W MyNbTUILNIEKCUPOBAHME JaHHBIX. becrnpoBoaHas mnepenaya JaHHBIX.

[TepBuuHsbIE CeTH.

Tema 2. CeTeBble NIPOTOKOJIbI  KOMMYHUKAIINH.

CereBble MPOTOKOJIBI U cTaHAapThl. [IpoTokonsl ¢usnueckoro ypoBHsS. [IpoTOkoOBI KaHAIBLHOTO
yYpOBHs. YTpaBieHHE AOCTYNOM K cpeie mnepenaud aaHHbelx. [Iporokon Ethernet. Ilpotokoin
paspemienust aapecoB (ARP). Ilporokxonsl cereBoro ypoBHs. MapupyTtuzatopsl. IIpoTokoss
Tpa"cnopTHoro yposHs. [Iporokossr TCP u UDP. [IpoTokosibl ypoBHS IPUIIOKEHU.

Tema 3. IP-aapecauus.




CereBbie [Pv4-anpeca. CereBbie I[Pv6-ampeca. Pasouenue IPv4-cetm nHa mopaceru. Cxembl
anpecanun. OcobennocT npoektupoBanus [Pv6-cern. O630p CIDR u VLSM.

Tema 4. OcHOBHbIE KOHIENIUH U HACTPOIIKa KOMMYTAIIHM.

OO0benunénnbie cetu. Kommyrupyembie cetu. ba3zoBas HacTpoiika kommyTtaropa. bezomacHOCTb
KOMMYTaTOpa: YIpaBjeHUE U UCIIOJIHEHHE.

Tema 5. Konuenuus MmapmpyTHu3auuu.

HavanpHass ycraHoBka Mapupyrtuzaropa. Omnpenenenue nytud. Omnepanuu  MapuipyTuszaropa.
Peanuzanus cratnyeckoi Mapuipytuszanui. HacTpolika cTaTHYECKUX MAapUIpyTOB U MapIIPyTOB IO
yMonuaHuto. HacTtpoiika CyMMapHbIX M IUIABAOIIMX CTaTHYECKUX MapupytoB. llouck wu
YCTpPAaHEHHE HEMNOJIAJIOK B HACTPOMKAaxX CTATMYECKOrO0 MaplIpyTa M MapuIpyTa [0 YMOJIYAHUIO.
[TpOoTOKOIBI AMHAMHUYECKON MapIIPYTU3ALINH.

6 cemecTp

Tema 6. Konuenuusi MapumipyTU3anmm.

JuHaMuueckass AUCTaHUMOHHO-BEKTOpPHAst Mapuipytusauus. [Iporokossr Mapmpyrtuzauuu RIP u
RIPng. JluHamuueckass MapIIpyTH3alusi MO COCTOSIHHMIO KaHaja. Tabmuma MapiipyTH3alHH.
Xapakrepuctuku nporokona OSPF. Hacrpoiika OSPFv2. Kondurypamus OSPFv3.

Tema 7. Buptyanbhble JokajabHable ceTu (VLAN).

CerMeHTalMsi BUPTYAJbHBIX JIOKAJIbHBIX ceTed. Peanu3anmu BUPTyaabHOM JOKaJIbHOM CETH.
[TpoextupoBanue u obecneyenue OezonacHocth VLAN. Hacrtpoiika mapmpyTuzanuum Mexuay
VLAN. Ilouck u ycrpaHeHue Henonagok Mapmpytuzauuu mexay VLAN. Kommyranusa 3-ro
YPOBHSI.

Tema 8. Cniucku koHTpoOJIs1 JocTyna (ACL).

[Tpunuun padotsl ACL-cnuckoB no mnpotokony IP. Cranpaprasie ACL-cnimcku nns IPv4.
Pacmimpennsie ACL-cnucku jyst IPv4. Ilouck u ycrpanenne Henonaaok ACL-cnuckoB. ACL-
criucku st [Pvo6.

Tema 9. [Ipeoopa3oBanue ceTeBbIX agpecoB IPv4.

[Tpunuun paborer NAT. Hacrpoiika cratnueckoro NAT. Hacrpoiika gunHamuueckoro NAT.
Hacrpoiika npeoOpa3oBanus aapecoB noptoB (PAT). Ilepeanpecanus nmoproB. Hacrpoiika NAT u
npotokoia IPv6. [Touck u ycTtpanenue Hemonanok B padbore NAT.

4.4. TemMbl M NJIaHBI J1a00PATOPHBIX 3AHATHH
S cemecmp
JladopaTopnoe 3ansitue Ne 1 (2 u.)
Tema: U3yuenne ceTn
Bonpocwt ons ob6cysrcoenus:
1. JlokanbHble U riI00aMbHBIE CETH, C€Th VIHTEpHET.
2. Cers B kauecTBe miat@opMel. [I0cTOSHHO MEHSIOMIAsCS CceTeBast Cpea.
3. Hactpoiika ceTeBoil onepaluoHHONW cUcTeMBbl. JINHUM CBSA3H.
4. KonupoBaHH€ U MYJbTUIUIEKCUPOBAHUE JTaHHBIX.
5. becnpoBonnas nepenava ganHbIX. [lepBuuHbIe ceTH.

Ipumepnvie 3a0anus:

Hacrpoiika cereBoii onepanuOHHON CUCTEMBbI.

1. BeimonHHTE NEpBOHAYANIbHYIO HACTPOKY ceTeBbixX mapamerpoB OC Cisco IOS mapmipytuszaropa
Cisco 2811 ¢ pabodyeil CTaHIMK aJIMHHHCTPATOpa CETH, HWCIONB3YSA JaHHBIC B CIEAYIOIIEH
Tabnuie:



Hapavemp Inavenue
[P-anpec untepdeiica Fa0/0 10.194.7.1/24
[P-anpec uarepdeiica Fal/1 192.168.100.26/30
CranjapTHbIi 11103 192.168.100.25
Hmsa MapmpvTHiaTopa R7

IlomeH net bank _
[Tapons gocryna enable xkld7Hn43412&
JloKanbHLIH N0IL30BATENL/ TTAPOIL noc/nTefa#s51

JlaGopaTopHoe 3ansitue Ne 2 (6 4.)
Tema CeTeBble NPOTOKOJIBI  KOMMYHUKAIIUH
Bonpocwt ons obcyscoenus:

1. CereBble MPOTOKONBI U CTAaHAAPTHIL. [IpOTOKOIBI PU3NUECKOTO YPOBHS.
[TpoTOKOIIBI KAHAIBHOTO YPOBHSL.
VYipaieHue AJOCTYIIOM K CpEJIe NIepEAayuu JaHHBIX.
[Tporokon Ethernet.
[Iporokoun pazpewienus aapecos (ARP).
[TpoTOKOIIBI CETEBOTO YPOBHSI.
MapuipyTu3aropsl.
[TpoTOKOIIBI TPAHCTIOPTHOTO YPOBHSL.
[Iporokosnsr TCP u UDP.

10. [IpoToKOJIbI YPOBHS MPHUIIOKEHUH.
Ipumepnvie 3a0anus:
1. Co3nanuie U HaCTPOMKa CETH.

* IloaxmounTe Kabenu.

» HactpoiiTe KOMIbIOTEPHI.

* Hacrpoiite mapmpyTusaTopsl.

» HactpoiiTe KOMMyTaTOPBHI.

©CoNoORWN

so/o/o 50/0/1 DCE

50/0/0



Tabnuua agpecauuu

LWntos no
YecTponcTeOo WUHTepdpeic IP-agpec Macka nogceTtun YMON4aHUIo
LOCAL GOM 192.168.1.1 2552552550 HepoctynHo
$0/0/0 (DCE) 10.1.1.1 255.255.256.252 | HepocTtynHo
ISP S0/0/0 10.1.1.2 255.255255 252 | HepoctynHo
S0/0/1 (DCE) 10222 255.255.2556.252 | HepocTynHo
REMOTE G0/M 192.168.3.1 255.255.255.0 HepocTtynHo
S0/0M1 10.2.21 255.255255252 | HepoctynHo
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S3 VLAN 1 192.168.3.11 2552552550 192.168.3.1
CeTeBoit
MK-A apantep 192.168.1.3 255.255.255.0 192.168.1.1
CeTeBoit
MNK-B apantep 192.168.3.3 2552552550 192.168.3.1

2. TeCTI/IpOBaHI/IC OCHOBHOM CETH C IIOMOIINIBIXO KOMAaH/IbI «pil’lg».

* OTopaBbTE IX0-3aMPOC C TTOMOIIBIO KOMAH/IBI Ping ¢ KOMITBIOTEpA.

* OTtnpaBbTe 5X0-3aMPOC C MOMOLIbIO KOMaH bl ping ¢ ycrpoiicTs Cisco.
3. TectupoBaHre OCHOBHOM CETH ¢ IOMOIIBIO KOMaH] tracert U traceroute.

* BBenure xomanay «tracert» Ha KOMIIbIOTEPE.

* Beeaute komaH7y «traceroute» Ha ycrpoiictBax Cisco.
4. Tlouck u ycTpaHeHHe HEHCIIPABHOCTEH B TOTIOJIOTHH.

JlaGoparTopnoe 3ansatue Ne 3 (12 u.)
Tema IP-agpecanus
Cerenbie [IPv4-aapeca.
Ceresnie IPv6-anpeca.
Pasouenune IPv4-cetn Ha moacery.
Cxempbl afpecalium.
5. Ocob6ennoctu npoektupoBanus [Pv6-ceru. O630p CIDR u VLSM.
Certesbie IPv4-anpeca.
Ipumepnvie 3a0anus:
1. U3yuuth TpeGOBaHMS K CETH.

N

4000 yznos
2. Paszpaborath cxemy angpecanun VLSM.

3. BeimonHuTh KabenbHOe COeTMHEHNE U HACTPOUTh [Pv4-ceTh.

4. HacTpoiika TOIOJIOTHH U YCTAHOBKA MUCXOTHOTO COCTOSIHUS YCTPOMCTBA.

1000 ysnos



5. Hacrpoiika 6a30BBIX TapaMeTPOB YCTPOMCTB U MPOBEPKA IMOAKIIOYCHHUS.

Tabnuua agpecauun

Wnros no

YeTponcteo | WUHTepdenc IP-agpec Macka nogceTn yMOn4aHuw
R1 G0/ 192.168.0.1 2552552550 N/A

S0/0/1 10.1.1.1 255255255252 | N/A
R3 G0/1 192.168.1.1 2552552550 N/A

S0/0/0 (DCE) | 10.1.1.2 255255255252 | N/A

Lo0 209.165.200.225 | 255255255224 | N/A

Lo1 198.133.219.1 255.255.255.0 N/A
PC-A NIC 192.168.0.10 2552552550 192.168.0.1
PC-C NIC 192.168.1.10 2552552550 192.168.1.1

6. Hacrpoiika craTHuecKuX MapuIpyToB.
* Hacrtpoiika peKkypCUBHOTO CTaTUYECKOTO MapuIpyTa.
» Hactpoiika cTaTHuecKOoro MapupyTa ¢ IpsiMbIM IOJKJIIOUEHUEM.
* Hacrpoiika 1 yJajneHue CTaTHYECKUX MapIIpyTOB.

7. Hactpoiika 1 mpoBepka MapuipyTa o yMOJ4aHHUIo.

Cetesbie IPv6-anpeca.
IIpumepnvie 3a0anus:
1. Onpenenenne paznuuHbix TUNOB IPV6-anpecos.

P Ve
WUurepHer ’

Wno3 no
ymonyaumwo
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* Paccmotpute paznuunsle Tunsl [IPv6-agpecos.
» ComnocraBbTe [Pv6-anpec ¢ mpaBuiIbHBIM TUIIOM aJpeca.
2. Wzyuenmue cereBoro unrepdeiica u [IPvb-agpeca yzna.
 IIpoBepwTe HacTpoliku cereBoro IPv6-aapeca Ha KoMmbrOTEpE.
3. Ortpabotka cokpaienus [Pv6-anpecos.

* M3yunre n npoanannsupyiTe npasuia cokpamenus [Pv6-anpecos.

* OrtpaboTaiiTe cBOpaunBaHue U pa3éproiBanue [Pv6-aapecos.

4. OmpezneneHue uepapxuu ceTeBbIX MpepukcoB riaodanbHbIX [Pv6-anpecoB onHoanpecHoOU

nepecaavu.

* U3yuure n npoaHanuzupyite uepapxuro cereBoro npeduxca IPvo.

* OrtpaborTaiiTe U3BIeUCHNE JAaHHBIX ceTeBOTO Mpedukca u3z [Pvo-anpeca.

5. Hacrpoiika Ttomosorun u KOH(Urypamusi OCHOBHBIX IapaMETpOB MaplIpyTh3aTopa H

KOMMYTATopa.




6. Pyunas nactpoiika [Pv6-agpecos.

OnuHa

YecTpoicTBO WNHTepdpelic IPv6-agpec npecmkca | Wno3z no ymonyaHuw
R1 G0/ 2001:DB8:-ACAD:A:1 64 HepoctynHo

G0M 2001:DB8:ACAD:1:1 64 HepoctynHo
S1 VLAN 1 2001:DB8:-ACAD:1::B 64 HepoctynHo

CeTesoit
MK-A apanTtep 2001:DB8:ACAD:1::3 64 FE80::1

CeTesoi
MK-B afjanTep 2001:DB8:ACAD:A:3 64 FEBOD::1

7. IlpoBepka CKBO3HOI'O MOJKJIFOUEHUS.

Pa3ouenue IPv4-ceTn Ha moacerH.
Ilpumepnvie 3a0anus:
1. Pa3paboTka cxeMbl pa3/ielieHHsl CETU Ha MOJCETH.
» CozpaiiTe cxeMmy pasfeiieHUs Ha IOJACETH, KOTOpas COOTBETCTBYET KOJMYECTBY IMOACETEN U
a/IpecoB Y3JIOB.

 3amoiHHUTE qUarpaMmmy, ykasas, rae OyayT npuMeHsThes [P-anpeca y3m0B.
2. Hacrtpoiika yCTpOHCTB.
» HasnaubTe xommbroTepam [P-agpeca, Macku mOJICETH ¥ LIUTIO3BI 110 YMOTYAHHIO.

Wnes no
YecTpoicTBO WHTepdrenc IP-agpec Macka nogcetn YMOn4aHuo
R1 G0/0 HepoctynHo
G0M HepocTtynHo
Lo0 HepoctynHo
Lol HepoctynHo
51 VLAN 1 HepocTynHo HepoctynHo HepocTtynHo
CeTeBo#
MK-A agantep
CeTeBo#
MNK-B apantep

* Hacrpoiite [P-ampeca wu wmacku moxacetn Juis  uHTepdeiicoB  Gigabit  Ethernet
MapuIpyTHu3aropa.
* Ha mapmpyrtusarope coznaiite nBa Joruueckux uHTepgeiica loopback u Hactpoiite s
Kaxaoro u3 Hux [P-aapec u macky nojceru.
3. IlpoBepka ceTy U yCTpaHEHHE HETOJIAI0K.
* IIpoBepbTe MOAKIIOYCHNE M YCTPAHUTE HETIONAIKH, UCTIONB3Ysl KOMaHIy ping.

JladopaTopnasi padora Ned4 (6 4.)



Tema OcHOBHBIC KOHICNIIIUM M HACTPOHKAa KOMMYTAallUH
OObeIMHEHHBIE CETH.

KommyTtupyemslie ceTu.

bazoBas HacTpoiika KOMMyTaTopa.

be3onacHocTh KOMMyTaTOpa: YIpaBjIeHUE U UCIIOJIHEHHUE.

NS

ba3oBast HacTpoiika KOMMYTaTOpa.
Ipumepnvie 3a0anus:
1. Hacrtpoiika OCHOBHBIX ITapaMETPOB CETEBOT0 YCTPOICTBRA.
» Co3pgaiiTe ceTh B COOTBETCTBUH C M300paKEHHON Ha CXEME TOIOJIOTHEH.

» HactpoiiTe ocHOBHbBIE MapamMeTpbl KOMMYTaTopa, BKJIKOYAas UM y3Jia, aapec yNpaBieHUs U
JOCTYyII 110 poToKoIy Telnet.
* Hactpoiite [P-agpec I1K.

Wntos no
YeTponcTteo WHTepdpeiic IP-agpec Macka nogceTtu YMOnNYaHuK
S1 VLAN 1 192.168.1.2 2552552550 HepocTtynHo
TMK-A CeTteBoit agantep | 192.168.1.10 255.255.2550 HepoctynHo

2. IlpoBepka u TeCTHPOBAHNE TOIKITIOUCHHS K CETH.
* OTt06pazute KOH(UTypauo yCTPOHCTBA.
* IIpoBepbTe CKBO3HOE MOJKIIOUCHHUE C IOMOIIBIO 3X0-3aIIPpOca C MOMOIIbI0O KOMaHAbI ping.
* IIpoBepbTe BOZMOXKHOCTh YAaIEHHOIO YIpaBiIeHUs 0 poTokoiy Telnet.
* CoxpanuTte ¢ailsn Texymei KoHpUrypauuu KOMMyTaTopa.

JladopaTopnas padora NeS (10 4.)

Tema Konuenuusi MapmpyTu3anuu

Bonpocwt ons ob6cyscoenus:

HavanbHas ycraHoBka mapuipytuzaropa. OnpeneneHue myTu.
Orneparuy MapuipyTu3aTopa.

Peanuzanus ctaTuyeckoil MapuipyTU3aluu.

Hacrpoiika craTnyeckux MapmpyToB U MapIIPyTOB 10 YMOTYAHUIO.
Hacrpoiika cymMmMapHBIX U MJIaBAIOUIUX CTATUYECKUX MAPUIPYTOB.
[Touck u ycTpaHeHue HEMoJaJO0K B HACTPOMKax CTaTMYECKOTO MaplipyTa M Mapuipyra 1o
YMOJTYaHUIO.

7. TIpoTOKOJIBI TUHAMUYECKOW MapIIPyTH3AIIHH.

ouhkwnE

Bba3oBasi HacTpolika MapIpyTH3aTOpA.
Ipumepnvie 3a0anus:
1. Hacrpoiika TOTOJIOTHN ¥ WHUIIHATTU3AIHS YCTPOUCTB.
» HactpoiiTe 060pynoBaHue B COOTBETCTBUU C TOMOJIOTUEH CETH.

m I —— G0/1 NK-B
S1 FO/5 | GO0/0
{ ] {

* BrinonHuTe MHULIMAIU3AUIO U TIEpe3anyck MaplIpyTU3aTopa 1 KOMMyTaTopa.
2. Hacrpoiika mapamMeTpoB YCTPOMCTB U MPOBEPKa HAAEKHOCTH MOAKITIOUEHHS.




* Hasnauste unrtepdeiicam [1K crarnyeckyto nadopmanuio [P-agpeca.

Wnes no
YcTpoHcTBO WHTepdenc IP-agpec Macka nogceTn YMOM4YaHUK

R1 G0/0 192.168.0.1 2552552550 HenoctynHo
Gon 192.168.1.1 2552552550 HenoctynHo

51 VLAN 1 HepocTtynHo HepocTtynHo HepocTynHo
CeTeBo#

MK-A apanTtep 192.168.1.3 2552552550 192.168.1.1
CeTeBoi

MK-B apanTtep 192.168.0.3 2552552550 192.168.0.1

* Hactpoiite MmapupyTu3arop.
* IIpoBepbTe MOAKIIOYCHUE K CETH.
3. OrobpakeHue CBeICHHI 00 YCTPOMCTBE.
» CobOepure C CETEBBIX YCTPOUCTB JTaHHBIE 00 anmapaTHOM H IPOrPAaMMHOM OOECIICUCHHH.
* MHTepnpeTupyiTe BEIXOAHbBIE JaHHBIE U3 TAOIHUIIBI MAPIIPYTH3AIHH.
* BeiBenuTe Ha MapuIpyTH3aTOp CBeAcHUs 00 HHTEpdetice.
* BeiBenuTe Ha MapIIPYTH3ATOP U KOMMYTATOp CBOJHBIN CIIUCOK HHTEP(HEHCOB.

Hacrpoiika craTHyecKHX MapLIPYTOB M MAPLWIPYTOB 10 YMOJIYAHUIO.

Ipumepnvie 3a0anus:

1. Hacrpoiika mapuipyra o ymonuanuto. Hactpouts Ha ycrpoiictBe R3 MapuipyT 1no ymoia4aHuio
U pacnpocTpaHUTh ero mo Bced cetu. C MoMomIbl0 KOMaHabl show M yTWiaMTHl ping
YIIOCTOBEPUTHCS, UTO BO3MOXHOCTh B3aMMOJIEHCTBHSI KOHEUHBIX YCTPONCTB OOecreueHa.

U— s 10.0.0.0/30 Fa0ll o, F0/0 :]
LI PP . S O
PC1 R1 R2 pC2
10.0,0.8/30 10.0.0.4/30

pce DCE
Se0/0/0 ., & S0/ 197 165.3.0/24
- A
1 Server-PT
web-server
Tabnuua ceTeBbIX agpecos.
Device Interface IP Address Mask Default Gateway
Fa0/0 192.166.1.1 2552552550 N/A
R1 Fa0/1 10.0.01 255255 255 252 N/A
Se0/0/0 10.0.09 255255 255 252 N/A
Fa0/0 192.166.2.1 2552552550 N/A
R2 Fa0/1 10.002 255255255252 N/A
Se0/011 10.0.06 255255 255 252 N/A
Fa0/0 192.168.3.1 2552552550 N/A
R3 Se0/0/0 10.0.0.10 255255255252 N/A
Se0/0/1 10.0.05 255255255252 N/A
PC1 N/A 192.168.1.10 2552552550 192.168.1.1
PC2 N/A 192.168.2.10 2552552550 192.168.21
Web-server N/A 192.168.3.10 2552552550 192168 3.1

2. Hacrpoiika mapmpyra mo ymomdanuto. Hactpouts Ha mapmpytuzarope RO DHCP-cepep u
byHKLMIO0 TpeoOpa3oBaHUe apecoB.




PC-PT
pCO
192.168.10,0/24 117,000/ 219.0.0,0f30
. FaOf0
# Faofn — s%_ 'l el s e s s i
— —_— s se0ftjo o
PC-PT 2960-24TT 2811 R1 Server-PT
pcl1 swo RO DHS-WEB
Tabnuuya ceTeBbIX agpecos.
Device Interface IP Address Mask Default Gateway
RO Fa0/0 192.168.10.1 255.255.255.0 N/A
Se0/3/0 117.0.0.1 255255255252 N/A
R2 Fa0/0 219.0.01 255255255252 N/A
Se0/1/0 117.00.2 255255255252 N/A
PC1 N/A DHCP
PC2 N/A DHCP
Web-server N/A 219002 ‘ 255255255252 219.0.01

IHouck 1 ycTpaHeHue HeMmoJIal0K Map Py TH3AL M.

Ilpumepuvie 3a0anus:

1. Jlnsa cetu Ha puc.
* BrinmonnuTe HE0OX0AUMbIE HACTPOUKH 000PYIOBAHUS
* BBeaute TabMUIIBI CTATUYECKON MapIIpyTU3AIUH.
 IIpoBepbTe NPaBUIBHOCTD BHIIOIHEHHBIX HACTPOEK.

2. Jlns ceTw Ha pHC.
» Cdopmupyiite ceTb IpeICTaBICHHYIO Ha pUC.
* BrmonHuTe HEOOXOAMMBIE HACTPOUKH 000PYIOBAHHSI.
 IloaroroBbTe U BBEAUTE TAOIHUIIBI CTATUYECKONW MapIIPYyTH3ALIUH.
* [IpoBepbTe MPaBUIBHOCTH BBIITOJTHEHHBIX HACTPOEK.
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JlaboparopHnoe 3ausitue Ne 1 (12 v.)
Tema Konnenuus mapmpyru3anun
Bonpocwt ons ob6cysrcoenus:
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1. I[I/IHaMI/I‘-ICCKaSI AUCTAHIIMOHHO-BCKTOPHAA MapLIpyTHU3allUA.



IIporoxkousr mapupyrusanuu RIP u RIPng.

JnHaMuueckass MapIupyTH3aLus [0 COCTOSIHUIO KaHaJa.

Tabnuma MapIpyTU3aIHH.

Xapakrepuctuku nporokoaa OSPF.

Hactpoiika OSPFv2.

Kondurypamus OSPFv3.

JIlnHaMu4yecKasi AMCTAHIMOHHO-BEKTOPHAsI MapIIPyTH3aLUsl.

Ipumepnvie 3a0anus:

1. Hactpoiika aMHaMH4yecKOll MapupyTu3auuu ¢ nomombto npotokona RIP. Hactpouts
JTUHAMUYECKYIO MaplIpyTu3aluio ¢ nomonisio npotokona RIP Ha ycrpoiictBax R1, R2, R3.
ObecneunTh BO3MOXKHOCTh B3aMMOJCHCTBHsS KOHeuHBIX ycrpoiictB PCIl, PC2, PC3 wmexny
co00IiA.

Noakown

Fa0j0 . o, FaO/1 10.0.0.0/30 Fa0fl o Za Fa0j0 '—D
 —— ———— i — ————————————— T e ——————
7@) ATV T . oonlﬁ W o,
PC-PT 184 20/0/1 of 1841 PC-PT
PC1 R1 RZ pc2

10.0.0.8/30 10.0.0.4/30

pce DCE
7 192.168.3.0{24
¥ ™
1841 PC-PT
R3 PC3
Tabnuuya ceTeBbIX aApecoB.
Device Interface IP Address Mask Default Gateway
Fa0/0 192.168.1.1 255.255255.0 N/A
R1 Fa0/1 10.0.0.1 255.255.255.252 N/A
Se0/0/0 10.0.0.9 255.255.255.252 N/A
Fa0/0 192.168.2.1 255.255.255.0 N/A
R2 Fa0/1 10.0.0.2 255.255.255.252 N/A
Se0/01 10.0.06 255.255.255.252 N/A
Fa0/0 192.168.3.1 255.255.255.0 N/A
R3 Se0/0/0 10.0.0.10 255.255.255.252 N/A
Se0/0/1 10.0.0.5 255.255.255.252 N/A
PC1 N/A 192.168.1.10 255.255.255.0 192.168.1.1
PC2 N/A 192.168.2.10 255.255.255.0 192.168.2.1
PC3 N/A 192.168.3.10 255.255255.0 192.168.3.1

2. basoBas Hactpoiika nmpotokosia EIGRP mns [Pv4. [TocTpoeHue ceTy U mpoBepKa COSTUHCHUS.




o s w

Tabnwvua agpecauum

Wnroz no
YcTpoiicTEO WHTepdeic IP-appec Macka nogceTn YMON4aHUIo

R1 G0/0 192.168.1.1 255.255.255.0 N/A

S0/0/0 (DCE) 10.1.1.1 255255255252 | N/A

S0/0/1 10.3.3.1 255.255.255.252 | N/A
R2 G0/0 192.168.2.1 255.255.255.0 N/A

S0/0/0 10.1.1.2 255255 255252 | N/A

S0/0/1 (DCE) 10222 255255255252 | N/A
R3 G0/0 192.168.3.1 255.255.255.0 N/A

S0/0/0 (DCE) 10.3.3.2 255.255.256.252 | N/A

S0/0/1 10221 255255 255252 | N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PCB NIC 192.168.2.3 255.255.255.0 192.168.2.1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1

Hacrpoiika mapuipyruzamnuu EIGRP.
[Iposepka mapuipyruzauuu EIGRP.
Hacrpoiika mpormyckHON CITOCOOHOCTH M TTAaCCUBHBIX HHTEP(EHCOB.

Hacrtpoiika ©6a3zoBoro mporokona EIGRP

INOAKJIFOYCHU .

Ta6nuua agpecaunu

s [Pv6. Tloctpoenwe cetm W mpoBepka

YerpoicTBo WHTepdeiic IP-appec Lnwos no ymon4aHuwe
2001:DBB:ACAD:A::1/64
R1 G0/0 FE80::1 link-local N/A
2001:DB8:ACAD:12::1/64
50/0/0 (DCE) FE80::1 link-local N/A
2001:DB8:ACAD:13::1/64
S0/0/1 FE80::1 link-local N/A
2001:DB8:ACAD:B::1/64
R2 G0/o FE80::2 link-local N/A
2001:DB8:ACAD:12::2/64
S0/0/0 FE80::2 link-local N/A
2001:DB8:ACAD:23::2/64
S0/0/1 (DCE) FE80::2 link-local N/A
2001:DB8:ACAD:C::1/64
R3 G0/o FE80::3 link-local N/A
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) FE80::3 link-local N/A
2001:DB8:ACAD:23::3/64
S0/0/1 FE80::3 link-local N/A
PC-A NIC 2001:DB8:ACAD:A::3/64 FES0:1
PC-B NIC 2001:DB8:ACAD:B::3/64 FE80:2
PC-C NIC 2001:DBB:ACAD:C::3/64 FE80:3

7. Hactpoiika mapupytuzanuu EIGRP mis [Pv6.
8. Ilposepka mapmpytuzanuu EIGRP mis IPv6.
9. Hacrpoiika 1 mpoBepKa MacCUBHBIX HHTEP(ENCOB.




JlaboparopHnoe 3ansTue Ne 2 (8 u.)

Tema BupryanabHble JokajabHbie ceTd (VLAN)
Bonpocul onsa 0bcyscoenus:

1.
2
3.
4.
5

6.

CGFMGHT&HI/IH BHUPTYAJIbHbIX JIOKAJIbHBIX CeTeH.

Peanusanuu BUpTyanbHOM JIOKAJIBHOU CETH.
[IpoekTupoBanue u odecreueHue 6ezonacHoct VLAN.
Hactpoiika mapupytuszanuu Mexay VLAN.
ITouck u ycTpaHeHue HenmoIaioK Mapupytuzauuu mexay VLAN.

Kommyranust 3-ro ypoBHsL.

JIuHaMH4YecKasi MAPpIIPYTH3ALMSI 10 COCTOSIHUIO KaHAJIa
Ilpumepnvie 3a0anus:
1. Hacrpoiika 6a3oBoro mpotokosia OSPFv2 mns omno#t obmactu. Co3gaHue CETH W HACTpPOMKa

0a30BBIX MAPAMETPOB YCTPOUCTB.

oM~ wN

Tabnuua agpecauumn

LWnto3 no

YcTponcTEO WnTepdenc IP-agpec Macka nogcetu YMOnYaHu

R1 G0/0 192.168.1.1 2552552550 N/A

S0/0/0 (DCE) 192.168.12.1 265.255.255.252 | N/A

S0/0/1 192.168.13.1 255.255.255.252 | N/A
R2 G0/0 192.168.2.1 2652552550 N/A

S0/0/0 192.168.122 255255255252 | N/A

S0/0/1 (DCE) 192.168.23.1 265.255.255.252 | N/A
R3 G0/0 192.168.3.1 255.255.255.0 N/A

S0/0/0 (DCE) 192.168.13.2 2565255255252 | N/A

S0/0/1 192.168.23.2 255.255.255.252 | N/A
PC-A NIC 192.168.1.3 2552552550 192.168.1.1
PC-B NIC 192.168.2.3 255.255.255.0 192.168.2.1
PC-C NIC 192.168.3.3 2552552550 192.168.3.1

0a30BbIX TApaMETPOB YCTPONCTBA.

Hactpoiika u npoBepka mapuipyruszanuun OSPF.
M3MeHeHMe Ha3HAuUEHUH UACHTU(PHUKATOPOB MapIIPyTU3aTOPOB.
Hactpoiika naccuBubix untepgeiicos OSPF.
N3menenne metpuk OSPF.
bazoBast Hactpoiika npotokona OSPFv3 mns omHol obnacTw.

[TocTpoeHne cetTn u HacTpoiika



Tabnuua agpecauvun

Wntos no
YeTponcTBO WHTepdenc IPvB-agpec YMONHAHUIO
2001:DBB:ACAD:A:1/64
Ri Gor FEB0::1 nokanbHbIi kKasan HepocTtynHo
2001:DB8:ACAD:12::1/64
S0/0/0 (DCE) FES80::1 nokanbHbIi kKaHan HepocTynHo
2001:DB8:ACAD:13::1/64
S0/0M .
FEBO::1 nokanbHbIA KaHan HepocTynHo
2001:DB8:ACAD:B::2/64
R2 Go/o
FEB80::2 nokansbHbli kasan HepocTynHo
S0/0/0 2001:DB8:ACAD 1?: 2/64
FEB0::2 nokaneHbli kasan HepocTtynHo
2001:DB8:ACAD:23::2/64
$S0/0/1 (DCE;
( ) FE80::2 nokankHblii kakan HepocTtynHo
2001:DB8:ACAD:C::3/64
R3 Gor FEB0::3 nokanbHbIi KaHan HepocTynHo
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) FEB80::3 nokanbHblii kanan HepocTynHo
3010/ 2001:DB8:ACAD:23::3/64
FEB0::3 nokanbHbIA KaHan HepocTynHo
PC-A Cetesort
apjantep 2001:-DB8:ACAD:A-A/B4 FEB80::1
Pc-B Cetesoit
- apjantep 2001:-DB8:ACAD:B::B/64 FEB80::2
PCC Cetesoit
i apjantep 2001-DB8:ACAD:C-C/64 FE80::3

7. Hactpoiika u nposepka mapuipytuszanuu OSPFv3.

8. Hacrpoiika maccuBHbix uaTepdericoB OSPFV3.

9. Ilouck W ycTpaHeHHE HEMONagoK B pabore OCHOBHBIX MpoTokonoB OSPFv2 m OSPFv3 mus
onHoM obnactu. [locTpoeHue cetu u 3arpy3ka KOHGUTypaui ycTpoicTs.




Ta6nuua agpecaunu

WpexTtndbnkatop Lntoz no
YcTpoincTeo | mapwpyTnsatopa OSPF WHTepdenc IP-agpec YMOMYaHUIO

192.168.1.1/24
R1 11141 G0/I0 2001:DB8:ACAD:A:1/64 N/A
FEB0::1 link-local
192.168.12.1/30
S0/0/0 2001:DBB:ACAD:12::1/64 N/A
FE80::1 link-local
192.18.13.1/30

s0/0/1 2001:DBB:ACAD:13::1/64 N/A
FEBO::1 link-local

192.168.2.1/24
R2 2222 G0/I0 2001:DB8:ACAD:B::2/64 N/A
FEB0:2 link-local
192.168.12.2/30
S0/0/0 2001:DBB:ACAD:12::2/64 N/A
FE80::2 link-local

192.168.23.1/30

S0/0/1 2001:DB8:ACAD:23::2/64 N/A
FE80:2 link-local
192.168.3.1/24
R3 3333 [el) 2001:DB8:ACAD:C::3/64 N/A
FEB0::3 link-local
192.168.13.2/30
S0/0/0 2001:DB8:ACAD:13::3/64 N/A
FE80::3 link-local
192.168.23.2/30
S0/0/1 2001:DB8:ACAD:23::3/64 N/A
FE80::3 link-local
192.168.1.3/24 192.168.1.1
FCA NIC 2001:DBB:ACAD:-A-A/G4 FEBO:1
192.168.2.3/24 192.168.2.1
Fes NIC 2001:DB8:ACAD:B::B/64 FEB0:2
PC.C NIC 192.168.3.3/24 192.168.3.1

2001:DBB:ACAD:C::C/64 FE80::3

10. ITowuck u ycTpaHEHHE HEITOJIAI0K MTOIKIFOUYCHUST YPOBHS 3.
11. Tlowuck u ycTpanenue Heronagok B padbore OSPFv2.
12. Tlouck u ycrpanenue Henonaaok B padote OSPFv3.

Jla6oparopnoe 3ausTue Ne 3 (6 u.)
Tema Cnimckn koHTpOJst Koctyna (ACL)
Bonpocul onsa oocyscoenus:
1. [punnun pad6otel ACL-cnuckoB 1o nporokoiny IP.
2. Crannmaptasie ACL-ciucku mis IPv4.
3. Pacmmpennsie ACL-cimcku mist [Pv4.
4. Tlouck u ycrpanenue Henoiagok ACL-CiMcKoB.
5. ACL-crucku amns IPv6.
Ipumepnvie 3a0anusi:
1. Hactpoiika u mpoBepka crtannapTHbix ACL-cnuckoB. Hactpoiika Tonmojsorum M ycCTaHOBKa
MCXOJHOIO COCTOSIHUS YCTPOMCTBA.
* Hactpoiite 060pynoBaHue B COOTBETCTBUHU C TOMOJIOTUEN CETH.
* BrInosHuTe MHUIMATU3ALUIO U MepesarpysKy MapLpyTH3aTopa i KOMMYTAaTOpOB.
o

so/o/0
10.1.1.0/30

50/0/0

Lo0

192.168.10.0/24 192.168.30.0/24



2.

3.

4.

Tabnuua agpecauun

Lintoz no
Yetponcteo | WUHTepdenc IP-agpec Macka nogcetun YyMOn4aHu
R1 GOM 192.168.10.1 2552552550 N/A
Lo0 192.168.20.1 2552552550 N/A
S0/0/0 (DCE) | 10.1.1.1 255255255252 | N/A
ISP S0/0/0 10.1.1.2 255255255252 | N/A
S0/0/1 (DCE) | 10.222 255255255252 | N/A
Lo0 209.165.200.225 | 255.255.255224 | N/A
R3 GoNn 192.168.30.1 2552552550 N/A
Lo0 192.168.40.1 2552552550 N/A
S0/0M1 10.2.2.1 255255255252 | N/A
S1 VLAN 1 192.168.10.11 2552552550 192.168.10.1
S3 VLAN 1 192.168.30.11 2552552550 192.168.30.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-C NIC 192.168.30.3 2552552550 192.168.30.1

Konduryparust ycTpoicTB 1 TpOBEpKa MOAKIIOYCHUSI.

* HaznaubTe KOMObplOTEpaM cTatuueckuii [P-anpec.

* Hacrpoiite 6a30BbI€ MapaMeTpbl Ha MAPIIPYTU3ATOPAX.

* HacrpoiiTe 6a30Bble apaMeTpbl HA KOMMYTAaTOpax.

» Hactpoiite mapmpyruszanuto EIGRP na mapuipyrusaropax R1, ISP u R3.

* IIpoBeppTe HamM4MeE MOAKIIOUEHUS MEXKY BCEMH YCTPOMCTBAMM.
Hactpoiika u mnpoBepka CTaHAAapTHBIX HyMepoBaHHBIX crnuckoB ACL u  craHgapTHBIX
nMeHOBaHHbIX ACL-criuckoB.

* Hactpoiite, npumeHuTe u npoBepbTe paboTy HyMEpOBaHHBIX cTaHAapTHHIX ACL-cuckoB.

* HacrpoiiTe, npuMeHHUTE U POBEPbTE PAdOTY CTAaHAAPTHBIX UMEHOBaHHBIX ACL-CIIUCKOB.
N3menenune crannaptHoro ACL-cniucka.

* H3menure u nposepbTe paboTy cTaHgapTHOrO MMeHoBaHHOro ACL-cnucka.

* IIposepnte paboty ACL-cnucka.

Pacuiupennbie ACL-cniucku.

1.

Ipumepnvie 3a0anusi:
Hactpoiika u nposepka pacmmpeHHbix ACL-cnuckoB. HacTpoiika TOmojorum M ycraHOBKa
UCXOJIHOTO COCTOSIHUS YCTPOUCTBA.

50/0/0
10.1.1.0/30

50/0/0

LoO

192.168.10.0/24

192.168.30.0/24



Ta6nuua agpecauuu

Wnios no

YetpoictBo | UHTepdpenc IP-agpec Macka nogceTu YMoOn4YaHuo
R1 G0N 192.168.10.1 2552552550 NIA

LoD 192.168.20.1 2552552550 NIA

S0/0/0 (DCE) | 10.1.1.1 255255255252 | NIA
ISP S0/0/0 10.1.1.2 255255255252 | NIA

S0/0/1 (DCE) | 10.2.2.2 255255255252 | NIA

LoD 209.165.200.225 | 255255255224 | N/A

Lol 209.165.2011 255255255224 | NIA
R3 G0N 192.168.30.1 2552552550 NIA

LoD 192.168.40.1 2552552550 NIA

S0/0/1 10221 255255255252 | NIA
51 VLAN 1 192.168.10.11 2552552550 192.168.10.1
53 VLAN 1 192.168.30.11 2552552550 192.168.30.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-C NIC 192.168.30.3 2552552550 192.168.30.1

2. KoHdurypamust ycTpoicTB U MPOBEPKa MOAKIIOYCHHUS.

» HactpoiiTe 6a30Bble mapamMeTpsl Ha KOMIIBIOTEPaX, MAPUIPYTH3ATOPaX U KOMMYTAaTOpPax.

» Hactpoiite mapmpyruszanuto EIGRP na mapuipyrusaropax R1, ISP u R3.

3. Hacrpoiika 1 npoBepka pacIIMpeHHbIX HyMEPOBaHHBIX U UMeHOBaHHbIX ACL-criuckos.
* Hacrtpoiite, npumeHuTe u npoBepbTe HyMepoBaHHbIE paciuupenHble ACL-civcku.
» Hacrtpoiite, mpumMeHnTe U IpOBEPbTE UMEHOBaHHbIE pacmipeHHbie ACL-criucku.

4. N3meHnenue u nposepka pacmupeHHbix ACL-crinckos.

5. Hactpoitka u mnpoepka ACL-cnuckoB mist [Pv6. Hacrtpoiika TOMOJIOrMM W YCTaHOBKA

HCXOQHOTO COCTOSIHUS YCTPOWCTBA.

Ta6nvua agpecauuu

LWneos no

YcTpoiicTBO WHTepdeiic IP-appec yMon4aHuo
R1 Go/0 2001:DBB:ACAD:B:1/64 | N/A

G0N 2001:DB8:ACAD:A:1/64 | N/A

S0/0/0 (DCE) | 2001:DBB:AAAA:1::1/64 N/A
R2 S0/0/0 2001:DBB:AAAA:1::2/64 N/A

S0/0/1 (DCE) | 2001:DBB:AAAA:2::2/64 N/A
R3 G0N 2001:DB8:CAFE:C::1/84 | N/A

S0/0M1 2001:DB8:AAAA:2:11/64 N/A
S1 VLAN1 2001:DBB:ACAD:AZA/64 | N/A
S2 VLANT 2001:DB8:ACAD:B-A/64 | N/A
S3 VLAN1 2001:DBB:CAFE:C::A/64 | N/A
PC-A NIC 2001:DB8:ACAD:A:3/64 | FEBOD:1
PC-B NIC 2001:DB8:ACAD:B::3/64 | FEBD::1
PC-C NIC 2001:DB8:CAFE:C::3/64 | FE80:1

6. Kondurypamus yCTpoiCTB ¥ MPOBEpKa IMOTKITFOUCHUS.




7. Hactpoiika un nposepka ACL-cniuckoB s [Pvo6.
8. PemaktupoBanue ACL-criuckoB aist [Pvo6.

JladopaTopnoe 3ansitue Ne 4 (4 4.)
Tema IIpeoOpa3zoBanue cereBbIx agpecos IPv4
Bonpocwt ons obcyscoenus:
1. Tlpunnun paGotst NAT.
Hacrpoiika ctatnueckoro NAT.
Hacrpoiika nunamuueckoro NAT.
Hacrpoiika npeoOpa3oBanus aapecoB noptos (PAT).
[lepeanpecauus nopros. Hacrpoiika NAT u npotoko:a IPvé.
. Ilouck u ycrpanenue Hernonaaok B padore NAT.
Ilpumepnvie 3a0anus:
1. Hacrpoiika pauHamudeckoro u cratndeckoro NAT. IloctpoeHne ceTu ©  NpoBEpKa
HOJIKJIIOUEHUS.

SRR

CmopennposaHHble
MHTEPHET-CAYIKEbI

Tabnwuua agpecauvu

LWnwo3 no
YcTpoicTBO WnTepdeic IP-appec Macka nogceTu YMON4aHUK

W03 Gon 162.168.1.1 255.255.255.0 N/A
S0/0/1 209.165.201.18 | 255255255262 | N/A
WutepHeTt-nposaiinep | S0/0/0 (DCE) | 209.165.201.17 | 2552556 255252 | N/A
Lo0 1923171 255255255255 | N/IA

PC-A
(cMogenupoBaHHbIi
cepeep) NIC 192.168.1.20 255.255.255.0 192.168.1.1

PC-B NIC 192.168.1.21 2552552550 192.168.1.1

2. Hacrpoiika u mpoBepka ctatudeckoro npeodpazoBanust NAT

3. Hacrpoiika u npoBepka JuHamMuyeckoro npeoodpasoBanust NAT

4. Tlouck u ycrpanenue Henonanok koHpurypauuit NAT. [Toctpoenue cetu u HacTpoiika 0a30BbIX
IIapaMeTpoB YCTPOICTBaA.

CmopenmpoBaHHbie
WUHTEpHeT-CyKEbl
Lo0




Tabnwvua agpecauum

YcTpocTBO WHTepdenc IP-anpec Macka nogceTn | Lnks no ymonyanuio

Wnioa G0M 192.168.1.1 2552552550 N/A
$0/0/1 209.165.200.225 | 255.2565.255.252 | N/A
Wutepnet-nposaiigep | $0/0/0 (DCE) | 209.165.200.226 | 255.255.255.252 | N/A
LoD 198.133 2191 255255255255 ( N/IA
PC-A NIC 19216813 2552552550 192.168.1.1
PC-B NIC 192.168.1.4 2552552550 192.168.1.1

5. Tlouck u ycTpaHeHue Henmoyiaaok cratudeckoro NAT.
6. Ilouck u ycrpaneHue Henonaaok auHamudeckoro NAT.
7. Hacrpoiika NAT-niyna ¢ neperpyskoii u PAT. Iloctpoenue cetn u nmpoBepKa MOAKIIOUYCHUS.

CmoaennpoBaHHbie
MHTEPHET-CAYKGbI
LoD

Ll s0/0/1

Tabnuua agpecauuu

Wnosz no

YcTpo#cTBO WHTepdelic IP-appec Macka nogcetn YMoOM4aHuio
Gateway G0N 192.168.1.1 255.255.255.0 N/A

S0/0/1 209.165.201.18 | 255255255252 | NiA
ISP S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A

Lo0 192.31.7.1 255255255255 | NiA
PC-A NIC 192.168.1.20 2552552550 192 168.1.1
PC-B NIC 192.168.1.21 2552552550 192.168.1.1
PC-C NIC 192.168.1.22 2552552550 192.168.1.1

8. Hactpoiika u mpoBepka NAT-myna ¢ meperpy3Koi.
9. Hacrpoiika u mpoBepka npeodpazobanust PAT.

5. Tembl AUCHUIIAHBI (MOAYJIs1) AJIsI CAMOCTOSITEILHOTO U3YyUYEeHUS

S5 cemecmp
No Haszsanue tembl KonmuecTBo wacoB
[TpoToKoI CBSA3YIOIIETO AepeBa 2
2. | ArperupoBaHrie KaHAJIOB CBSI3U 2
HUroro: 4

Bompocs! 1151 caMOKOHTPOJIA:
1. IlepeuncnuTe NOCIEACTBUS HATUYUS TIETENb B CETH.
2. JlaiiTe onpeneneHue MOHATHIO «KOPHEBOM MOCTY.
3. Ilepeuncnure HEOOXOIUMBIE HACTPOMKH KOMMYTATOPOB, JUIsl OCYIIECTBIICHHUS arpeTUPOBAHHUS.
4. TlpuBeauTte MpuUMephl OIMOOK arperupoBaHMs.

6 cemecmp
Ne Hazpanue Tembl KonngecTBo yacoB
1. | MynbpTukacr 7
Hroro: 7

Bomnpocs! 111 caMOKOHTPOJIA.
1. JlaifTe onpeaeieHne MOHATUS «MYJIBTHUKACT.
2. Tlepeuncnure OCHOBHBIE MTPOOIEMBI MEKCETOBOT'O MYJIbTHKACTA.
3. Iepeuncnure criocoObl pa3BepTHIBAHUS MYJIbTHKACTA B IPEATPUITHH.




6. OOpa3oBarejibHbIE TEXHOJIOTHHI

HaumenoBanne .
Ne Bunsbl yueOHbIX 3aHATHI Oo0pa3oBaTesbHbIE TEXHOJOTHHA
pasaena
) p— TpanuunonHas JIeKIHs B ay JUTOPHU C
MYJbTHMEANA IPOESKTOPOM
Tema 1. M3yuenwue
1. ceTH JlabopaTopHoe 3aHsATHE JlaboparopHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce
W3zyuyenne marepuana o Teme JeKIHH,
CamocTrosiTensHas paboTa
HOATOTOBKA JIOMAIITHETO 3aTaHus
Texus TpanuunonHas JIeKIHs B ayJJUTOPHU C
Tema 2. CeteBble MYJIbTUMEIHA IPOEKTOPOM
2.  |IPOTOKOIBI U JlabopaTopHoe 3aHATHE JlabopatopHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce
KOMMYHHKAIIUH W3ydenne MaTepraia o TeMe JISKIHH,
CamocTrosiTensHas paboTta
HOATOTOBKA IOMAIITHET0 3aIaHus
Texus TpaauuuoHHast JEKUUs B ayTUTOPUH C
MYJbTHMEANA IPOSKTOPOM
3. |Tema 3. IP-agpecanus | JlabopatopHOe 3aHATHE JlabopatopHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce
W3ydenne MaTepraia o TeMe JICKIHH
CamocTosTenbHas padora i P ’
HOATOTOBKA JIOMAIITHET0 3aIaHusI
TpamgunoHHas JIEKIHUs B ayAUTOPHU C
Tema 4. OcHoBHble  |JIeKnms P Y p
MYJIbTUMENNA IIPOEKTOPOM
KOHLICTIIUH U
4. HacTpoiika JlaboparopHoe 3aHATHE JlaboparopHoe 3aHATHE B KOMITBIOTEPHOM KJlacce
M3ydeHne MaTepuaia 1o TeMe JISKIHH,
KOMMYTaLU{ CamocrosiTensHas paboTta
IOAroTOBKAa JOMAIIHEI O 3aJaHus
Textms TpaguuuoHHas JIEKUUA B Ay JUTOPUU C
MYJIBTHME/INA IPOEKTOPOM
Tema 5. Konunemnmus
5. - JlaboparopHoe 3aHATHE JlaboparopHoe 3aHATHE B KOMITBIOTEPHOM KJlacce
Y W3ydeHne MaTepuaia 1o TeMe JISKIHH,
CamocrosiTenbHas pabora
IOAroTOBKAa JOMAIIHEIO 3aJaHus
Textms TpaguuroHHas JIEKUUA B Ay JUTOPUU C
MYJIBTHMEINA IPOEKTOPOM
Tema 6. Konunemnmus
6. MapUIpyTH3aLH JlabopaTopHoe 3aHsTHE JlabopaTopHOE 3aHsATHE B KOMITBIOTEPHOM KJIacCe
vt M3ydeHne MaTepraia 1o TemMe JISKIHH,
CamocTrosiTensHas paboTta
IIOArOTOBKA JOMAIIHEIO 3aJaHUs
TpagunoHHas IeKIus B ayAUTOPHU C
Tema 7. Jexuus p Yy P
MYJIBTHME/INA IPOEKTOPOM
Bupryaibssie
7. JlabopaTopHoe 3aHsTHE JlabopaTopHOe 3aHsTHE B KOMITBIOTEPHOM KJIacCe
JIOKAJIbHBIE CETH I/I
3ydeHHe MaTepraia Mo TeMe JIEKIUH
(VLAN) CamocrosTenbHas pabora Y P T,
IIOArOTOBKA JOMAIIHEIO 3aJaHUs
Jexums TpanuunoHHas JIeKIHs B ayJUTOPHU C
Tema 8. Cniucku MYJIbTUMEIHA IPOEKTOPOM
8.  |konTpons moctyna  |JlaGoparopHoe 3aHATHE JlaboparopHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce
(ACL) W3zyuenne marepuana o Teme JIeKIHH,
CamocTrosTensHas paboTta
IIOArOTOBKA JOMAIIHEI O 3aJaHUsA
TpanuunoHHas JIeKIHs B ayJUTOPHU C
Tema 9. Jlexust p Yy P
MYJbTHMEINA IPOESKTOPOM
[IpeoOpazoBanue
9. JlaGopaTopHoe 3aHsTHE JlaGopaTopHoe 3aHsATHE B KOMITBIOTEPHOM KJIacce

CETEBBIX aJ]PECOB
IPv4

CaMocTosTenbHas pa60Ta

N3yuenue marepuana 1o TeMe JeKIuH,
MOJArOTOBKA JOMAIIHETr0 3aJaHus




7. OueHoYHBIE CpPeCTBA (MaTepHAaJIbl) AJIsl TEKYLIero KOHTPOJIS yCIeBaeMOCTH,
NMPOMEKYTOUYHOM aTTeCTANUM 00Yy4YAOIIUXCS M0 JUCHUIINHE (MOXYJIIO)

I[IpuMepHBIH BAPUAHT TeCTA MO PA3TUYHBIM TEMaM:
(npusedeHvl HeKOMopvle BONPOCHL MECMA)

1) TIlocMoTpuTe HA PHUCYHOK.

Kakoii TepMuH IpaBHUIBHO ONpENEIsIeT THUIl YCTPOMCTBA,

MIpUBEJICHHOTO B 0bsactu B?

HcTo4nnk nakera TMyHKT Ha3HaA4eHUA naKkeTa

YCTPOMCTBO-UCTOYHUK
KOHEYHOE YCTPONCTBO
MepearIee yCTPOUCTBO
MIPOMEKYTOUHOE YCTPOICTBO

2) Ilo xkakum TpéM mpuuMHAM Npu pa3paboTke MHTepHeTa Oblia 3a7elCTBOBAHA TEXHOJOTHS
nepejayd JaHHbIX C KOMMYTalMeil makeTroB 0Oe3 ycTraHoBieHMsI coequHeHus? (BeiOepure tpu
BapHUaHTa OTBETA.)

a)
b)

c)

d)

3) 3anosHUTE MMYCTOE TOJIE.

C e€ nomolpl0 MPOUCXOIUT ObICTpast ajanTanus K cOOsIM CETEBBIX YCTPOMCTB M KAaHAJIOB
CBSI3U.

OHa TO3BOJISIET KCIOJIB30BATh TapU(UKAIMIO HCIOJIH30BAHUS CETH B 3aBUCHMOCTH OT
KOJIMYECTBA BPEMEHU YCTAHOBJIEHHOI'O COEIUHEHUS.

[TakeTbl TaHHBIX MOTYT MIPOXOJUTH YEPE3 CETh MO0 HECKOJIBKUM Pa3INYHbIM IyTsAM. CeTeBble
YCTPOMCTBA IMHAMUYECKH ONPENEISAIOT ONTUMAIBHBIA IyTh MJIS MEPECBUIKH Ka)J0ro
OTJEJILHOTO MaKeTa.

Omna tpeOyeT, yTOOBI KaHaJl Nepefayl JaHHBIX MEXKIY UCTOUHMKOM U MECTOM Ha3Ha4yeHUs
OBLJT YCTaHOBJIEH /10 TOTO, KaK JaHHbIE MOKHO OyJIeT nepeaaBarh.

aapec onpeacIsACTCda B Ka4€CTBE pE3CPBHOTO aapeca, 1mo

KOTOPOMY ITAKCThI HAITPABJIAKOTCA O6paTHO K y3I11y.

4) AnMuHHMCTpaTOp TOJBKO 4TO M3MeHMN [P-anpec nnTepdeiica Ha ycTpoiicTBe ¢ OneparuoHHON
cucremot 10S. Yto eme HEOOXOAMMO clenarb, 4TOObl M3MEHEHMsI BCTYNUIM B CHIIYy Ha 3TOM

ycTpoiictee?

a) CkommpoBaTh TeKyllyro Komuio (aina koHpurypaumu B  (ain  3arpy304HOit
KoHurypauuu. CKONMpoBaTh CBEIEHUS U3 (ailyia 3arpy304HOi KOH(PUTYpAIIUH B TEKYILYIO
Komuio ¢aiiina KoHPUTypaIuu.

b) Ilepezarpy3uTh AaHHOE yCTPOWCTBO M BBECTH YES, KOTJa CHCTEMa MPEMJIOKHT COXPAHHTh
KOH(UTYypalHuio.

C) Hukakux JIOTMONHHUTENBHBIX JCUCTBHH He TpeOyercs. V3MeHeHUs KOHQUrypauuu Ha

YCTPOMCTBE C ONepanMoHHOM cucteMod IOS BCTynmsaT B cuily cpa3y IOCiIE€ KOPPEKTHOTO
BBOJIA JAaHHOW KOMaH/bl M Ha)kaTus KiaaBuu Enter.



IIpumepHBIe BONPOCHI K IK3aMeHY (5 ceMecTp):
JlokanwHbIe, rIo0anpHBIC ceTh, IHTEepHET.
Cers B kauectBe 1aTopmbl. IIOCTOSHHO MEHSIOIIASACS ceTeBast cpena.
CereBas onepanMoHHas CUCTEMA.
CereBble IPOTOKOJIBI M CTAHJAPTHI.
[TpoToxosbl pU3NIECKOr0 YPOBHSI.
CereBoe 00opyoBaHUE (JTUHUH CBSI3M).
CeteBoe 000pyioBaHKE (MMPOMEKYTOUHBIC YCTPOHCTBA).
Tomnonorus cetu nepesayy JaHHbIX.
[TpoTOKOIIBI KAHAIBHOTO YPOBHSL.
. IIporokon Ethernet.
. IIpoTOKOIIBI CETEBOTO YPOBHSI.
. IIpOTOKOJIBI TPAHCTIOPTHOT'O YPOBHS.
. [IpoTOKOJIBI YPOBHS MPHUIIOKEHHIA.
. Ceressie IPv4-anpeca.
. CereBblie IPv6-anpeca.
. Pazouenue [Pv4-cetn na moaceru. Cxemsbl ajipecanumu.
. O6benunénnsbie cet. KoMmmyTupyeMsble ceTu.
. bazoBas HacTpoiika komMyTaTopa. bezonacHOCT, KOMMyTaTOpa: yIpaBiIeHUE U UCIIOJHEHHE.
19. HavanpHas yctaHoBKa Mapiuipytusaropa. Onpenenenue mytu. Onepanuu MapuipyTu3aTopa.
20. Peanuzanus cratndyeckoil MapmpyTtu3anun. Hactpoiika cTaTH4eckux MapIipyToB U MapipyTOB
[0 YMOJTYaHHUIO.

CoNoA~WNE

PRERPRRERPRERRREE
O~NOUOMWNEO

I[IpumepHbIe BONPOCHI K IK3aMeHy (6 cemecTp):

1. CIDR u VLSM. Hactpoiika cyMMapHbIX U IJIaBaOIIMX CTATUYECKUX MAPLIPYTOB.

2. Tlouck W ycTpaHeHHME HENOJAJOK B HACTPOMKAaX CTATHUECKOro MapuipyTa W MaplipyTa Io
YMOJIYaHHUIO.

3. IIpoTokosbl AMHAMHYECKONW MapLIpyTHU3ALUH.

JvHamuyeckas [UCTAaHUMOHHO-BEKTOpHasA MapiupyTtuszauud. [Iporokossl Mapmpyrusamuun RIP

u RIPng.

5. Jlunamuueckass MapuipyTH3alUsi IO COCTOSHMIO KaHaia. TaOnuma MapuipyTH3anuu.
Xapaxrepuctuku nporokosa OSPF.

6. Hacrpoiika OSPFv2. Kouduryparus OSPFv3.

7. Peanu3anuu BUPTYyanbHOH JOKaJIbHOMN CETH.

8. Hacrpoiika mapmpytuzanuu mexay VLAN.

9. Ipunuun padotsr ACL-cninckoB no npotokoiny IP. Crannaptasie ACL-cnicku s [Pv4.

10. Pactiupennsie ACL-cniucku st [Pv4.

11. Iouck u ycrpanenue Henosnanok ACL-criuckoB. ACL-ciucku amns IPvé.

12. Ipunmun padotst NAT. Hactpoiika ctatndeckoro NAT. Hacrpoiika nuaammaeckoro NAT.

13. Hacrpoiika npeo6pa3zoBanus agpeco noptos (PAT). Ilepeanpecanus mopTos.

14. Hactpoiika NAT u npotoxona [Pv6. [louck u yctpanenue Henosagok B padore NAT.

&

8. Cucrema olleHMBAHUA NJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHUs:

Kpurepun ouennBanus

OneHka «OTJMYHO» BBICTABISETCA CTYAEHTY, IIYOOKO M IMPOYHO YCBOMBIIEMY IpPOrPaMMHBIH
MaTepHai, NCYEPIbIBAIONIE, TOCIEA0BATEIBHO, TPAMOTHO M JIOTUYECKH CTPOMHO €T0 U3JIararouiemy,
B OTBETE KOTOPOI'O YBA3BIBAETCS TEOPHS C MPAKTUKOMN, OH ITOKA3BIBACT 3HAKOMCTBO C JIUTEPATYPOH,
MPaBWJIBHO OOOCHOBBIBAET U MCIONB3YET PALMOHAIBHBIE U COBPEMEHHBIE CPEJICTBA PELICHUS
MOCTaBJIIEHHOW TIPOOIEMBI.

OueHka «XOpowIO» BBICTABIAECTCS CTYAEHTY, TBEPJAO 3HAIOIIEMY MPOrPAMMHBIA MaTepHall,
IPAMOTHO U I10 CYILIECTBY U3J1ararolleMy €ro, KOTOPbIA HE JOIYyCKAeT CYIECTBEHHBIX HETOYHOCTEH



B OTBETE Ha BOMPOC,
IIOCTaBJICHHOH 3a/Iauu.

[IPAaBUJILHO IIPUMEHSAET TEOPETUYECKUE IIOJIOKEHUS IIPU PEIICHUU

OueHka «yIOBJETBOPUTEIBLHO» BBICTABISCTCS CTYIEHTY, KOTOPBIM 3HAET TOJBKO OCHOBHOM
MpPOrpaMMHBIM MaTepuall, HO HE YCBOWUJ OCOOCHHOCTEH, IOMyCKaeT B OTBET€ HETOYHOCTH,
HEKOPPEKTHO (OPMYIUPYET OCHOBHBIC 3aKOHBI M TpaBUiia, 3aTPYAHSETCS B BBIOJHEHUU

MMPAaKTUYCCKUX 3a/1a4.

OIIeHKa «HEYAOBJECTBOPUTECJIBbHO» BBICTABJISACTCA CTYICHTY, KOTOpLIfI HE 3HAeT 3HAYMTEIHLHOM
YaCTu IIporpaMMHOro mMarepuaia, 10IyCKacT B OTBETC CYIHICCTBCHHEIC OH_II/I6KI/I, C 3aTPpYAHCHUAMU

BBITTOJIHACT MPAKTHUYCCKUC 3aJaHUs.

3a ogny padory Bcero
DopmMa KOHTPOJIS MuH. Makec. Musm. Makec.
0a/uI0B | 6aJliIoB 0aJ1JI0B 0aJlJI0B
Tekymuil KOHTPOJIb:
AkTHBHas pab0Ta Ha 3aHATHH 0,25 0,5 9 18
BrlnosiHeHUE TOMAIITHErO 3a1aHUs 0,75 0,75 27 27
BrimomHeHNE 3a/1TaHUI CaMOCTOSTENIEHON PabOTHI 1 3 4 12
[TpomexxyTo4Has aTTecTalus (IK3aMeH) 20 43
HToro 3a cemecTp /Hx3amen 60 100

9. YueOHO-MeTOoAMYecKOe U MHPOPMAIHOHHOE O0ecTiedeHne TUCIUILINHBI

1.

9.1. OcHoBHasi 1UTEpaTYpa

KommbrotepHslie cetn U TeleKoMMyHHKauu : yaebnoe nocobue mist CIIO / cocraButens U. B.
BunokypoB. — CapatoB, Mocksa : [IpodoOpazoBanue, At [lu Ap Menua, 2022. — 103 c. —
ISBN 978-5-4488-1445-7, 978-5-4497-1445-9. — Texkcr anektpornbt  // Ludposoii
o0pa3oBaTeNbHbII pecypc IPR SMART [caliT]. — URL:
https://www.iprbookshop.ru/115695.html

. ApTI-OI_HeHKO B.B. KOMHBIOTepHBIe CCTU U TCIICKOMMYHUKAIINN: y‘Ie6HO'MeTOI[I/I‘ICCKOe rnmocooue

/B.B. Aptiomenko, A.B. Huxymmn. — HoBocubupck: HoBocuOupckuii rocyaapCTBEHHBIH
TexHuueckud ynmupepcuter, 2020. — 72 c. — ISBN 978-5-7782-4104-6. — Tekcr:
ANIEKTPOHHBIN // OnexkrpoHHO-OMOnmoreunass cucrtema I[PR BOOKS: [caiit]. — URL:
http://www.iprbookshop.ru/99345.html

HemunoB JI.LH. OcHOBBI SKCIUTyaTallid KOMIBIOTEPHBIX CETei: yueOHUK i OakanaBpuata /
JLH. demunoB. — Mocksa: [Ipomereit, 2019. — 798 c¢. — ISBN 978-5-907100-01-5. — Texkcr:
ANEKTPOHHBIN // OnexkrpoHHO-OMOmmoreunass cucrtema I[PR BOOKS: [caiit]. — URL:
http://www.iprbookshop.ru/94481.html

. Ceprees M.IO. Kommnerotepusie cetu: mpaktukym / M.EO. Ceprees, T.M. Cepreesa, C.A.

OneiinukoBa. — BopoHnex: BopoHekxcknii rocy1apCcTBEHHBIH TEXHUYECKUHN yHUBepcuTeT, ObC
ACB, 2019. — 154 c. — ISBN 978-5-7731-0739-2. — TeKcT: 3JeKTPOHHBINA // DIEKTPOHHO-
oubmuoreunas cucrema IPR BOOKS: [caiit]. — URL: http://www.iprbookshop.ru/93261.html

9.2. lonoJHUTEIbHAA JIUTEPATypa

[TocTpoeHrne KOMMYTHPYEMBIX KOMITBIOTEPHBIX ceTel: yueOHoe mocodue / E.B. CmupHoBa,
N.B. backakos, A.B. Ilponerapckuii, P.A. ®enoroB. — 3-¢ u3a. — MockBa, CapaTos:
Unrepuer-Yuusepcuter Mubopmanmonnsix Texnonoruit (MHTYUT), Ai Ilu Ap Meaua,
2020. — 428 c. — ISBN 978-5-4497-0350-7. — TeKkcT: 2JIEKTPOHHBIA // DIEKTPOHHO-
oubnmuoteunas cucrema IPR BOOKS: [caiit]. — URL: http://www.iprbookshop.ru/89464.html
Ky3pmuu P.M. BeruucnutenbHble CUCTEMBI, CETH U TEJIEKOMMYHHUKAIIMU: ydeOHOe mocooue /
P.U. Ky3pmuu, A.H. Ilynkos, JI.LH. KopnaueBa. — Kpacnosipck: Cubupckuii ¢enepanbHbIit
yauBepcutet, 2018. — 120 c¢. — ISBN 978-5-7638-3943-2. — TekcT: »IeKTpOHHBIN //
DNeKTPOHHO-O0MOIMOTeYHAs cucreMa IPR BOOKS: [caiiT]. — URL:
http://www.iprbookshop.ru/84333.html

Mawmoiinenko C.H. Cetu DBM u TenekommyHuKanuii: yueobHoe nocodue / C.H. Mamoiinenko,
A.B. EdumoB. — Hopocubupck: Cubupckuili  rocylapcTBEHHbIH  YHHUBEPCHUTET




TeJeKOMMYHUKaii U uHpopmaruku, 2018. — 130 ¢. — ISBN 2227-8397. — Tekcrt:
SJICKTPOHHBIA // DnekTpoHHO-OmOMmoTeuyHas cuctema IPR BOOKS: [caiitr]. — URL:
http://www.iprbookshop.ru/84079.html

4. Hosuxor C.H. MoaenupoBaHue CHCTEM M CETEH TeIeKOMMYHHKaIUii: yaeoHoe mocooue / C.H.

Horukos, I'.B. TlonmkoB. — HoBocubupck: CuOMpPCKHII TOCYIapCTBEHHBI YHHUBEPCUTET
TeleKoMMyHuKauii 1 uHpopmaruku, 2018, — 284 c¢. — ISBN 2227-8397. — Tekcr:
ANIEKTPOHHBIA // DnekTpoHHO-OMOMMoTedynast cuctema I[PR BOOKS: [caiit]. — URL:

http://www.iprbookshop.ru/90594.html
5. Ceru u cucrembl TeleKOMMyHUKanuil: yuebnoe nocodue / B.A. Iloronun, A.A. TpeTbsKos,

N.A. Emmzapo, B.H. HazapoB. — Tam00B: TamO0OBCKHII TOCYZapCTBEHHBIM TEXHUYECKUN
yausepcurer, ObC ACB, 2018. — 196 c. — ISBN 978-5-8265-1931-8. — Tekcr:
AJICKTPOHHBIA // DnekTpoHHO-OmOMmoTeyHas cuctema IPR BOOKS: [caiir]. — URL:

http://www.iprbookshop.ru/94375.html

6. Hesonun A.O. ba3oBbie IPUHIMIIBI CETEBOTO B3aUMOJICHCTBUSA. YUeOHOE TTOCOOUE /IJIsT BY30B.
— M.: I'opsiuast JIunus - Tenekom, 2020. — 80 c.

7. bykaroB A.A., I'yna C.A. KomnsiorepHbsie cetu. PacmupeHHbId HadaabHBIM Kype / cepus
VYuebnuk st By30B. — CI10: ITurep, 2019. — 496 c.

9.3. IporpamMHoe o0ecnieueHue

1. Microsoft Office 2010 Russian Academic OPEN 1 License (6eccpounas), (IuieH3us
49512935);

2. Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2 PROC
(6eccpounas), (nmumen3us 60465661)

3. Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (mumensus 61031351),

4. Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensus 61031351),

5. Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas),
(;mnensust 61031351),

6. Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6eccpounas), (nmumensus 41684549),

7. Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounas), (urieH3us
60939880),

8. Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6eccpounas), (nureH3us
60939880),

9. Microsoft Windows 10 Pro, 64 bit, Rus, OEM, Onepannonnas cucrema

10. HeuckmountensHoe mpaBo Ha ucronb3oBanue [10 Kaspersky Endpoint Security mist 6uzaeca
— Pacmmpenssiit Russian Edition.

11. HeuckmountensHoe npaBo Ha ucnois3oBanue 110 Kaspersky Security ans BUpPTyanbHBIX U
obmaunbIx cpen, Server, VirtSvr, License, Education Renewal

12. ABBYYFineReader 11 Professional Edition, (6eccpounas), (nmuumensus AF11-2S1P01-
102/AD),

13. Microsoft Volume Licensing Service, (6eccpounas), (mumen3ust 62824441),

14. Microsoft Windows Pro 64bit DOEM, (6eccpounas), xoutpakt Ne 6-OAD®2014 ot
05.08.2014

15. Visual Studio Professional

16. «Artumnaruar. BY3». Jlunensuonnsiit gjorosop Ne 5044 ot 14.05. 2022 roma (exeroaHoe
MPOJIJIEHUE).

9.4. IIpodeccuonaibHble 0a3bl JAaHHBIX M HMH(POPMALMOHHBbIE CHPABOYHbIE CHCTEMbI
COBpPEMEHHBIX MHPOPMAIIMOHHBIX TEXHOJIOT Uil
1. WudopmaunonHas cucrema «EnmHOe OKHO JocTyma K oOpa3oBarelbHbIM pecypcam. Pasznen
Nudopmaruka u nHpopmarmonnsie Texuonorum» (https://habr.com/)



How

o

17.

Kpynneiimmii  BeO-cepBuc mist xoctuHra IT-mpoekToB M UX COBMECTHOH pa3paboTKu-
(https://github.com/)

baza kaur u nyonukaiuii DnektpoHHoi oudanoreku "Hayka u Texuuka" (http://www.n-t.ru)
OnektponHas oudimoreynas cuctema ZNANIUM.COM (http://znanium.com/)

[{udpoBast KOJIEKIHS STEKTPOHHBIX BEpCHd M31aHuH (YueOHUKH, yueOHbIe TocoOus, yueOHo-
METOIUYECKHE TOKYMEHTbI, MOHOTpa(p1H) 10 SIKOHOMHUYECKUM, ECTECTBEHHBIM, TEXHUYECKUM U
TyMaHUTapHBIM HayKaM, CTPYMITHPOBAHHBIX 110 TEMATUYECKUM U IIEJIEBBIM IPU3HAKAM.
OnekTpoHHas Oubnmoreynas cucrema «BOOK.ru» wm3garensctBa «KHOPyc wmemmay
(https://www.book.ru/)

WNHTepHeT-yHUBEpCUTET HHPOPMAIIMOHHBIX TEXHOJIOTHI (WWW.intuit.ru)

Omnuaiin cpena pa3paboTku npuioxenuii (ideone.com)

Kypnan «KommneroteplIpece» (wWww.compress.ru)

N3narenbctBO «OTKPBITHIE CUCTEMBD) (WWW.0Sp.TU)

W3nanue o BBICOKUX TEXHOJIOTUAX (WWW.CNews.ru)

CnpaBouno-nipaBoBas cucrema «KoncynpranT [Lnrocy (http://www.consultant.ru)

Polpred.com O630p CMMU (http://polpred.com/)

OnexrponHas oubamorednas cuctema eLIBRARY .RU (http://www.elibrary.ru)

OnektponHas 6ubianoreunas cuctema [IPRbooks (http://www.iprbookshop.ru)

OnexkTpoHHass ~ OmOnmMoTreyHas  cuctremMa  HarpoHanpHas — JJIEKTpOHHast — OmMOIHOTEKa
(https://H36.pd)

Onekrponnas oubiauoreunas cucrema lOpaiit (http://www.biblio-online.ru)

10.006ecnneuenue 00pa3oBaTeIbLHOIO TMpouecca JJsl JUIl ¢ OrPaHUYeHHBIMH

BO3MOKHOCTAMMU 310POBbA U HHBAJIUI0B
VYuebOHbIe U y‘le6HO'MCTOI[I/I‘leCKI/I€ MaTCpHrabl IJIs CaMOCTOSITEIIbHOM pa6OTI>I o6y11afonmxc;1

W3 YMCJIa MHBAIUIOB U JIMI C OTPaHUYEHHBIMU BO3MOKHOCTSIMU 3710poBbsi (OB3) npenocrasisitorcs
B (hopMax, afanTUPOBAHHBIX K OTPAHUYEHHSIM HX 3[JOPOBBS M BOCIIPUATHS UH(DOpMALIUU:

Jlna chenvix u cnaboeuoauwgux:
- Jexkuud OGOpPMISIOTCS B BHUAE DIIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C IOMOIIBIO
KOMITHIOTEPA CO CHENUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECIICUCHHEM;
- TUCHbMEHHbBIE 3aJaHUsl BBIIOJHSIOTCS HA KOMIBIOTEPE CO  CHEHHATM3UPOBAHHBIM
MIPOTrpaMMHBIM 00ECIIeYeHNEM, UITH MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;
- o0ecreunBaeTCs MHIMBUIyallbHOE paBHOMEpHOE ocBelieHrne He MmeHee 300 JoKc;
- JUIA BBITIOJIHEHUS 3aJaHUs TIPU HEOOXOJMMOCTH TIPEIOCTABISETCS YBEIMYHMBAIOIICE
YCTPONCTBO; BO3MOKHO TaK>Ke€ MCIOJIb30BaHUE COOCTBEHHBIX YBEIMUYMUBAIOIIUX YCTPOUCTB;
- MHUCHbMEHHBIE 33/1aHUs OPOPMIISIOTCS YBEIHUEHHBIM HIPUPTOM;
- JK3aMeH U 3a4€T MPOBOSTCS B YCTHOU (pOpME HIIHM BBIMOJHSAIOTCS B MUChbMEHHOM (hopme Ha
KOMITBIOTEPE.
Jna enyxux u cnabocnvimangux:
-  nexkuud OQOpPMISIIOTCS B BHIE DIEKTPOHHOTO JOKYMEHTa, IH0O0 TMPeloCTaBIseTCs
3BYKOYCHWJIMBAIOIIAs anmapaTrypa HHIUBUYAILHOTO MOJIb30BaHMUS;
- MHCHMEHHBIE 33/IaHUS BHITIOTHSIIOTCS HA KOMITBIOTEpPE B MUCbMEHHOM (opMe;
- DJK3aMeH W 3a4éT TPOBOAATCS B THCHMEHHOW (oOopMe Ha KOMIBIOTEPE; BO3MOXKHO
npoBeqieHne B popmMe TeCTUPOBAHUS.
Jlna nuy ¢ HapywieHuaAMu OnOPHO-08UAMENbHOZ0 Annapama:
- Jexkuud OQOPMISIOTCS B BHUAE DIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C IOMOIIBIO
KOMITHIOTEPA CO CHEIUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHHEM;

- NHUCBMCHHBIC 3aJlaHUs  BBIIIOJIHAKOTCA Ha KOMIIBIOTEpPES CO CHCHUATIU3UPOBAHHBIM

MIPOrpaMMHBIM 00€eCIIeUeHUEM;

- DK3aMEH M 3a4éT MMPOBOAATCS B YCTHOﬁ (I)OpMC WU BBIIOJHSIOTCS B MMChbMEHHOM (I)OpMC Ha

KOMITBIOTEPE.
[Tpu HEOOXOIUMOCTH MIPETyCMATPUBACTCS YBEITMUCHUE BPEMEHH JIJIs1 TIOJITOTOBKH OTBETA.



[Tpouieaypa mpoBeACHUS MPOMEKYTOUHON aTTECTALUU IS OOYJAFOIIUXCS YCTAHABIMBACTCS C
yu4€TOM HX HWHIUBUAYAIbHBIX IcUXo(u3ndeckux ocobeHHocTeil. [IpomexxyrodHasi arrecTarus
MOJKET IIPOBOJIUTHCS B HECKOJIBKO ATATIOB.

[Ipu mpoBeneHUM MpOLEAYPHl OLICHUBAHUS PE3yIbTATOB OOYUEHHS NpeayCMaTpPUBACTCS
UCIIONIb30BAaHUE TEXHUYECKHX CPEICTB, HEOOXOJAMMBIX B CBS3M C HWHIWUBUAYAIbHBIMU
O0COOCHHOCTSIMU O0YYaIOIIUXCS. JTH CPECTBA MOTYT OBbITh MPEJOCTABICHbl YHUBEPCUTETOM, WU
MOTYT HCIOJIb30BAaThCS COOCTBEHHBIC TEXHHUECKHUE CPEJICTRA.

[IpoBenenne  mpoueAypbl  OLEHUBAHUS  pe3yJbTaTOB  OOyYeHHs  JIONYyCKaeTcs C
MCIIOJIb30BaHUEM JIUCTAHIIMOHHBIX 00Pa30BATEIbHBIX TEXHOIOTHA.

O0GecneunBaeTcs MOCTYyNn K HH(GOPMAIIMOHHBIM W OUOIHOrpaduyYecKUM pecypcaMm B CETH
WuTepHeT st kKaxaoro odydatomierocs: B popMax, afanTHPOBAHHBIX K OTPAHUYCHHSIM HX 37I0POBBS
U BOCTIPUSATHUS UH(POPMAIUH:

Jlna chenvix u cnadboeuoauwgux:

- B 1e4aTHOM (hopMe yBEeIIMYEHHBIM HIPUPTOM;
- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;
- B popme ayauodaiina.
na enyxux u cnabocnvimangux:
- B meyaTHou (opme;
- B (hopMe 3IEKTPOHHOTO TOKYMEHTA.
Jlna obyuarowguxca ¢ HapyuieHUAMU OROPHO-08U2AMEIbHO20 ARNAPAMA:
- B Me4aTHOU (hopme;
- B (hopme 3IeKTPOHHOTO IOKYMEHTA;
- B (hopme ayanodaiina.

Y4eOHble ayAUTOPHH AJIS BCEX BHUJOB KOHTAaKTHOM M CaMOCTOSITENIbHON palOoThI, Hay4yHas
OnbMMoTeka W WHBIC MOMEIICHUS JUIsi OOyYeHHWs OCHAIEHBI CICIHAIBHBIM O0OPYJOBAaHHEM U
yu4eOHBIMU MECTaMH ¢ TEXHHUECKUMHU CPEJICTBAMU O0yUEHUS:

01 CTIenbIX U C1AD0SUOAUUX:

- aBTOMaTH3UPOBAHHBIM pab0OYMM MECTOM JUIs JIFOJIeH C HapyIIEHUEM 3PECHUS,

- TpU HEOOXOIUMOCTH OOYYAIOIIMMCS TPEAOCTABISICTCS YBEITUYHMBAIOIIEE YCTPOMCTBO,
JIOTTYCKAeTCs MCIOIb30BAaHUE YBEIHMUNBAIONINX YCTPONUCTB, UMEIOIIUXCS Y O0yUJaIOLTXCS,;
014 2YXUX U CLADOCIBIUAUUX:

- aBTOMAaTU3MPOBAHHBIM pPAOOUYMM MECTOM JJsl JIIOAeH ¢ HapylleHHeM clyxa |
¢J1a00CIIBIIAIINX;

- aKyCTHYECKHI YCHIIUTENb U KOJIOHKH;
0713 00yUaOWUXCA ¢ HAPYWIEHUAMU ONOPHO-08U2AMETbHO20 annapama:

- IEPEIBIKHBIMHE, PETYIUPYEMbIMH dproHoMuueckumMu napramu CU-1,

- KOMITBIOTEPHOUW TEXHUKOW CO CIIeIUaTbHBIM IPOrPAMMHBIM 00€CIICUCHUEM.

11.MaTepuajJbHO-TEXHUYECKOE O0ecnevyeHue TUCHUIIMHBI (MOTYJIA)

Jns npenonaBaHus M M3YyYEHUS JUCUUIUIMHBI MCHOJB3YeTCS JIEKIIMOHHAS ayJIuTopus,
o0ecrieyeHHass MYJIbTUMEINA MPOEKTOPOM M COIYTCTBYIOIIUM O0OpYIOBaHUEM, MHTEPAKTUBHOMN
nockoi. Ucnonb3ytores YMK nucuumiueel (Ha OyMa)KHOM U 3JE€KTPOHHOM HOCUTENSX), (OHI
Hay4YHOH OMOIMOTEKHM YHHBEpPCUTETa, METOJUYECKHe M Yy4yeOHO-METOIMYECKHE MaTepHabl
kadenpsl THGOPMATHKH.

K paboueii npozpamme npunazaromes:

Ipunoxenne 1 — DOHI OLEHOYHBIX CPEACTB Il TNPOBEACHUS AaTTECTAlMU YPOBHS
c(OpPMHPOBAHHOCTH KOMITETEHIIMH 00yYaromuxcs Mo AUCUUIUIMHE (MOYJIIO);

IIpuioxenune 2 — Meroanueckre yka3zaHus Uis 0OY4aroIIUXCS O OCBOCHHIO JHCHUILIMHBI
(Momyst).



